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G Jameson Lopp &
WHAT o
Nostr is not:
* a blockchain
* a social network
* a consensus protocol

It's simply a protocol for passing

’ cryptographically signed messages around a
peer to peer network. It's a data layer upon

which other apps can be built.
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an open protocol for censorship-resistant
communication networks created by @fiatjaf

WHAI
NOSTR



https://github.com/fiatjaf

Like the bitcoin protocol, nostr is permissionless.

To use the protocol a user generates a key pair: a public key and a private key

Public Key
Like a username,

it’s how others

can find you. Private Key

For signing
messages to prove

authenticity.
*DO NOT SHARE
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NOSTR PERMANENTLY ALTERS INCENTIVES

Stu® Tmo
Replying to Tm6azwa8j:2s7z44g7, NVK & 1 other

e.g. Imagine a world where there are 5 social nostr is just a much more connected way to

media apps and each app has 10m unique daily  develop web apps. The point being that on nostr
active users.

If you built that same ecosystem on nostr, then (think | coined a term there?).
each app would have 50m daily active users.

Why would anyone develop legacy web apps
ever again?




EVENTS (simple text-based olojechs).

Nostr is a protocol for packaging ‘events’

When you post content, it’s not broadcast to all users
nor sent directly to a particular recipient (P2P).

Instead, it is sent to a relay/s,
readable by users also connected to that common relay.



ANATOMY OF AN EVENT

{
Event’s unique identifier " 1d " "~01ll.. .4c43" :
S "pubkey": "decl...4fb3",
Timestamp "created_at": 1671551112,
Type of event (e.g. plain .
text note, E2E msg, etc.) "kind": 1 ’
Tags (e.g. specify a post " " .
as a reply to event x) tags": [],
Message "content": "good morning!",
Proof that this came "sig”: "eldc...5fl1"

from the user (signed
with the user’s private key) }
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RUNNING A RELAY

Implementations

Plug & Play Services " Ry

strfry: a new #nostr relay written in C++ by Doug
Hoyte ( hoytech.com/about )

\ °
7\ NOStr Relay Relay URL: ws://umbrel:4848 ©
e

Connect your Nostr client Total actions Latest actions

Connect your Nostr clients to your private I Channel Message

" nsure all your Nostr t

e o o Dce e can we just all agree that pineapple
including your posts, are backed up and doesn't belong on pizza and call it a
accessible even if you are censored by day

hoytech/strfry

£  Encrypted DM
Add your Relay URL to your Nostr clients, eacione
like Damus, Astral, and Amethyst. In
Damus, you can add it from Settings > Encrypted DMs & Reaction a nostr relay
Relays > Add Relay. e

This is going to be *very* performant on bare metal
servers! Huge win for open source.

CC @fiatjaf @jb55

Channel Messages W Following Update

Posts B8 Repost

Reposts
-— 8 rost

w Following Updates tts the one day | sleep In and btc prints A 3 ®6 7 104 % 13
- 2 10% candle Eork




Web CLIENTS Mobile
(browser) (i0S, Android)

Users interact with the nostr
protocol through a ‘client’. %\

Snort
npub1du

wi"coleo willi L:'VConversations\ :'VGIobaI\’\j

in reply to
@,‘} Gigi 49
This is really nice. SV doralcon. S

Bullish on freedom. %

4 0

will @ #

ib55@jb55.com @ Lo

Quick thing | added this morning: "follows you" indicator on profiles.
Damus

vishalxl

"Well Ordered Wiki has a nice post on
#Nostr. Essentially, Nostr is a way to publish
content that's signed. each user is expected
to publish on their own. It's purposefully
kept simple as to make it flexible." -
@jimmysong

Pretty good UX from | 8\ " \ ' 7
' )

o L O ]
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w Amanda Wolf
less than a minute ago

@wolf Follows you
this is good. et

clightning

/' You got paid 111 sats for 'LNLink is free
software! Buy me a IJ so | can continue my
alcoholism-fueled coding adventures.'

=) npub1dyr5z60ddra:pzabr00y4shzq6f3 L
0




You can use any client you wish or even build your own.

Client A

Posts & Replies

Will @ 4 @jb55#& 46s
Replying to 1yaul8k0:gsjhwe56 & 19a86gzx:eqnkgnec
cc @1yaul8k0:gsjhwe56

o s e}

\ Mike Brock @brockm Tm
% Replying to 1qqqqqap:fagérxrd & 1j5rfqw9:7q6320n4
We've been redefining those concepts for a long time.

0 = i

NVK 3 4 @NVK& 3m
Replying to MF_HODL
It's on the todo list

(] nl A

StackSats @StackSats # 16m
Replying to satscoffee & 16vrkgd2:ugh8rprw

It was written before Bitcoin, but still one of my favorites to understand it.

s sl tinmdanastana ¢l mealhlans 12411 22811 laaly €ar & anl idiams

Carrier &

jb55

a few seconds ago

cc #[2]

brockm

a minute ago

We've been redefining those
concepts for a long time.

NVK
3 minutes ago

It's on the todo list

StackSats
16 minutes ago
It was written before Bitcoin, but

still one of my favorites to
iindercetand it

Client B




Permissionless innovation benefits from the collective contributions of many
(hive mind), far exceeding what a single company could achieve.

, Mr.Hodl ¥ @ ) B.RE.AM.® P& @\rHodl - 1d
%= Tell me this doesn't look pretty.
LA
It's barley been a month since I've joined and it has improved 100x in
that time. Everyday it seems to get better. #nostr

search profiles

dl & @nostrpurple com 3 MI’HOd' < N > F
L8 g
. S ©@nostrpurple.com

Feep B3 . s “ follows

& “m  @MrHodl on Twitter T fock
NOTIFICATIONS / ¢ 3 ?
\ ¥/

ﬁ NVK &nvik@nvk org
MESSAGES
£ POSTS FOLLOWS FOLLOWERS RELAYS

SETTINGS 4 cameri @@wivs space
search posts

shadowysuperstore

* MrHodl @ @nostrpurple.com

2 : N jason @jason@nosirplebs.com
Soon as i can upload pictures from my phone Il be all set. 4

p oW

=
=
=
S
=
— =
B
S
=
Ll
Ll
o
7

* MrHodl & @nostrpurple com Nico @ nico@nostrplebs.com
o

in reply to B
Siiiiick
fp damus




Nostr is an open protocol and interoperable with other open protocols.
Nostr  Lightning Network

(o Will @4
Q jo55.com @
NIP-57: Lightning Zaps

https://github.com/nostr-protocol/nips/pull/224
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generate
key pair

create content

pick a client connect to relays & sign w/ priv key

{

"id": "cOll...4c43",
"pubkey": "decl...4fb3",
"created_at": 1671551112,
"kind": 1,

"tags": [,

s

Invoice cre oftware!
Buy mea Iy 5o can continue my
ome of




- Jester Ja Active Game @ Lobby
[chess on nostr ]

m Topic

ok 1likes -« 4 days ago

s

Version 1.0 will probably get approved. It's still a very small network with no bad actors yet.
You might run into trouble when the user base grows and people start posting content that
break Apple’'s TOS

reply tip permalink astral.ninja quote remember

g, *%*  2likes - 4daysago

TS

Apple micro-manages to that degree when it comes to app approvals?

reply tip permalink astral.ninja quote remember

r'y (5] wxxxh [T 2likes - 4 days ago

A this is what | am being told, | have no idea ‘ orum

reply tip permalink astral.ninja quote remember
* & *%4  2likes - 4 days ago

See 1.2 User Generated Content

reply tip permalink astral.ninja quote remember

: View your profile Global
| o ] yeunp 2 minutes ago

nosbin

Welcome to nosbin

Unknown

This post is a reply to a message that
@ Manage wallet could not be found

The decentralized pasting platform, built on nostr o

Same with Signal

3 minutes ago
Manage channels
Find/create/remove channels

/\ Global

( > Yes that may be it. When | 3 minutes ago
“—""look at the DMs, they ...

ATHIS APP IS AWORK IN PROGRESS A
Generated Pubkey: none
Generated Private Key: none

Current Relay: wss://nostr.chaker.net

(o) Pastebin

mmmm  Nostr
12
Good night @

Unknown
‘ h a t This post is a reply to a message that
could not be found

Yes that may be it.

OTHER EXAMPLE USE CASES
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